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Praxis &
Zusammenarbeit

Zusammenarbeit im Managed SOC mit Einblicken
in Setup, Monitoring & Incident Response

We see your trouble coming.
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“Multiple EDR Tools
will protect me better
than just one.”
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Huy @DebugPrivilege - 4h

I’ve been on multiple IR cases so far and it
always shows me. People and process
above security products. Organization has 2
EDR installed on their machines, but still
breached. Why? No one is responding to
these Christmas three alerts &% - Hire
people, not products.
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Alerts > Possibla thett of passwords and othar sansitive web browser information > Multi-stage incident involving Credential access & Discovery on one endpoint
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. “Never change a running system.”
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. “| have all those certifications.
We are in a great position!”
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iEoLo Tes

THAT HACKERS GIVE A Fii#K ABOUT
_ YOUR IS0 27001 CERTIFICATION
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I Was hilft?

DOV  clueckkanja.com
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Are we safe enough?
The sorrows of a CISO:

Can | stop 4
an attacker?

Are the obvious ways into 1
my house well protected?

Will | recognize if someone
3 tries to break in?

Are there other ways into my 2
house | don‘t yet know about?

- & glueckkanja.com
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Customer Maturity - Are you safe?

Are the obvious ways into Are there other ways into my Will | recognize if someone
Can | stop an attacker?

tries to break in?

my house well protected? house | don‘t yet know

about?

ZEEULE Vulnerability Posture
Posture
: - 0 XDR
Infrastructure Architecture Vulnerability Monitoring o 24/7 IR Resources
Monitoring
As-ls Configuration External Attack Sentinel Monitorin Preparation of
Quality Surface Monitoring & Emergency Incident
Best Practices Feature Pen Testing / Maintained Processes
Comparison Red Teaming Detection Repository

- & glueckkanja.com
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Enterprise Security Status OKR

Are you safe?

Security Objective

Posture
Make sure, you know your environment(s). Before

you can measure, you need to know what to

Infrastructure measure.
Architecture
Regular Infrastructure & Configuration Assessments

As-ls by Experts
Configuration

Quality

Best Practices :
e MITRE Defend Alignment

Comparison https://d3fend.mitre.org, CIS Alignment

Vendor Recommendations Alignment

. & glueckkanja.com

Key Result

Have a detailed overview of your environments
and know what to meassure / monitor.

Assess infrastructure & configuration: e.g. assess local
AD with PingCastle, take results and create roadmap for
mitigations. Measure progress. |If done make new
assessment.

Create scoped roadmap to fulfill MITRE Defend
Hardening & Isolation Recommendations.

Set Goals, measure it.

e.g. Microsoft Security Score. Create scoped roadmap
and measure progress, SAP Security Best Practices.


https://d3fend.mitre.org/

glueck=kanja

Enterprise Security Status OKR

Are you safe?

Vulnerability

Posture

Vulnerability
Monitoring

External Attack
Surface
Monitoring

Pen Testing /
Red Teaming

. & glueckkanja.com

Objective

Monitor Software Vulnerabilities

Monitor External Attack Surface

Do regular Pen Test and Red Teaming Events

Make sure to patch vulnerabilities in time

Key Result

Measure Vulnerability Monitoring Results
e.g., in Dashboards

Measure Vulnerability Monitoring Results
e.g., in Dashboards

List findings and create mitigation plans

Meassure MTTP for critical vulnerabilities

92,
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Enterprise Security Status OKR

Are you safe?

Attack
Monitoring
Capability

XDR & Sentinel
Monitoring

Holistic
Detection
Repository

(Maintained)

. & glueckkanja.com

Objective

(Detection Depths) Measure Detections
against MITRE Attack coverage
https://attack.mitre.org

(Detection Breadth) Cover entire infrastructure
by detections

(Detection Depths) Do regular Pen Test and
Red Teaming Events

Key Result

Create scoped roadmap for MITRE Attack
coverage and measure the implemenation e.g.,
with a MITRE coverage Heatmap

Inventory your environments. Measure coverage
of your detections in these environments e.g., in
Dashboards

List findings and create plans for new or improved
detections

92,
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Enterprise Security Status OKR

Are you safe?

Incident Objective
Response

Capability
Make sure all involved parties are available in case

of an incident and defined response actions can

24/7 IR take place

Resources
Preparation of Prepare major environments for an emergency

Emergency incident

Incident

Make sure all incident response workflow

P processes work as expected.

rocesses

Make sure to respond to incidents in time

. & glueckkanja.com

Key Result

Evaluate involved parties based on the RACI matrix
of the Incident Response process and check their
24/7 availability. Report on the results.

Regularly verify process and report on the results.

Regularly assess incident workflow (e.g. review
Tickets / Incident History) and report on results.
Report on Service Delivery (Time to respond &
Time to resolution).

Meassure MTTR
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Preventive

Services

Preperation for the worst Your Life Net for the worst Incident Response in case of an
case in combination with case: Secure Environment for Emergency

gap analysis AD Backup and Recovery

A

Active Directory

Entra ID Ma naged
Red Tenant - ~

Azure
Infrastructure Managed privileged { ‘ 24/7 Managed SOC, based on

administration environment Microsoft Security Technology

\ 4

u

v Data Security
Security Consulting — Services

Prevent sensitive data from traveling
Deeply skilled experts that help you

implement cutting edge security technology

into the unknown. Your Purview
managed service
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Wie haben wir gemeinsam mit der HSD
auf diese Problematik reagiert?

Kurz: wir haben unseren

Managed.oervice,LSOC etabliert
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Microsoft Programme & Weg zum Onboarding @HSD

1. Bedarf & Auftrag im

6. Start CSOC
Rahmen Vereinbarung zu ar zum

Jahreswechsel 2024

Cybersicherheit (VzC)

4. Verprobung im [ 5. Preventive Services

Rahmen Microsoft CSI: und resultierende
Managed XDR Sofortmafinahmen

- & glueckkanja.com



glueck=kanja

mmuinARpieasisto Modern Security

Implementation -
Managed CSOC -

Entra ID

Identity Protection

Defender for

Office 365

Defender for

Identity

Defender for

Endpoint

CSOC Wide

Microsoft XDR

Defender XDR Custom Detections + Entra ID Sentinel Basic Detections (GK Detection Engineering)

Windows Event Logs, Linux, Syslogs
Entra ID Sentinel Advanced Directions Business Apps (e.g. Power Platform, Dynamics, SAP)

Office Activity, Cloud Platform (Azure, AWS, GCP), Cloud Workload

Network Log Interaction (e.g. Firewalls, Proxy, VPN, OT)

CSOC Deep

Microsoft Sentinel

3rd Party Log Interaction (e.g. Okta, AuthO, Qualys)

GK Detection Engineering '

CSOC Foundation

GK Automation

Cl / CD Deployment Playbook Manager

Defender for

Cloud Apps

Defender for Cloud

Defender for loT

Self-Managed Threat Intelligence

Customer Enrichment

v

v
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CSOC Example Roadmap a
Get connected quickly and easily

Preparation Onboarding Extension

Preventive
Services Kick-Off Blue Print Technical
Active Directory Workshop Gap Analysis Onboarding
& - Roadmap
g) Onboarding MDE, MDO, GDAP, = Workshop
Dreventive e overview, Code MDA, MDI, Lighthouse, &
Services T of Work, |dentity CSOC 9 Solution
Entra ID § Customer Protection, Foundation > implementation,
g Escalation Sentinel, MDC & rollout plan,
O Paths, Q&A baselining,
service start
Preventive
Services 1-2 h
Azure

& glueckkanja.com
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CSOC Example Roadmap - Preventive Services

Microsoft Entra ID Assessment

Interview

e Vorbereitetes Interview zu
konzeptionellen und
prozessualen Themen

e Themen und Fragen in
dieser Prasentation

- & glueckkanja.com

Review

e Detailliertes Review der
Cloud Umgebung

e Config Export des
Microsoft Entra Connect

Report

e Erstellung von Dokument
und Prasentation

e Erlauterung und Diskussion
der Ergebnisse und
Handlungs-empfehlungen
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CSOC Example Roadmap - Preventive Services

Assessment Findings Summary

30
25
20
15
10

30
25
20
15
10

Workload
Identity

Workload
Identity

Hybrid Identity

Hybrid Identity

& glueckkanja.com

External
Identities

External
|dentities

Device Security

Maturity Level 1

Device Security

Severity info

Maturity Level Distribution

Entitlement
Management

W Maturity Level 2

m - B
Healthand Identity Threat Passwordless Policy Design

Monitoring  Detection and Authentication
Response

B Maturity Level 3

Severity Level Distribution

Entitlement
Management

Severity low

Health and Identity Threat Passwordless
Monitoring  Detection and Authentication

Response

M Severity medium

W Severity high

no Maturity Level

Policy Design

no Severity

Strong
Authentication

Strong
Authentication

Privileged
Account
Management

Privileged
Account
Management

Tenant
Configuration

Tenant
Configuration
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Two pillars to protect our customers

Lightning-fast
responses to
your alerts

Incident Response

. & glueckkanja.com

Simple and ‘to-the-point’ On-Demand Preventive
reports - explained in monthly Services Workshops to
Teams meetings Improve your security posture

Continuous Improvement

92,



Latest Secure Score
72.68

30 days ago: 74.26 -1.58 |
1 year ago: 65.66

Latest Exposure Score

34.8

3 days ago: 33.88 092 1
7 days ago: 30.08

Security Score Development

The chart shows the latest score per month

@ Secure Score Last Month

2 month ago: 733 0.3 1
6 month ago: 71.8 18 1

Security Score Trends

Average scores for last 6 months

@ Exposure Score Last Month

2 month ago: 34.6 31
6 month ago: 46.9 9.3 4
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MOST IMPORTANT RECOMMENDATIONS INVESTIGATION DEVICE HEALTH TOP 10 SOFTWARE VULNERABILITIES
Flag credential stealing from the Enable . . L
June 2020 W’ngdcvws local securit? authority Devices with AAD activity but no recent e o 76k / 9.8k @
subsystem MDE data. Windows 10 157
- Turn on Identity Protection Policies < DONE o a0
Office apps injecting into other process
(no exceptions) 16t lookuack = Timespan(30d); //now 10§ 00 you WanT T Bulse Secure 4 [R——
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June 2021 from Internet (no {
Process creation from PSExec and WMI L Eport i Proset Wireless Wifi 2z 1.8k /157K
« [Turn on Tamper Protection (Scoped via Intune) | | commands _ _
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Untrusted and unsigned processes that  Block Edge Chramium-based 264 ok / 9.6k
« [Turn on EDR Block Mode (Global via M365D)| | run from us SRV SABIZ TN W4 Arurs DevOPS
Chrome s oo @

age, or trusted list criteria

Execution of executable content (exe, dll,
ps. Js. vbs, etc) dropped from email
(webmail/mail client) (no exceptions)

Advanced ransomware protection

Executables that don't meet a prevalence,

Block

Enable
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Discovered mail impersonation methods last 30 days
@ Mailboxinteligence @B8rand @Uses

9973

Total phishing mails received
last 30 days

1783

Total mails with malware
received last 30 days

1654 0
Total phishing mails delivered
last 30 days

Total mails with malware
delivered last 30 days

Phishing mails delfvred last months comparsd to CSOC average

@CS0C @ per 1000 Devices @ Customer & per 1000 Devices @Customer total

Phishing mails received

Balance of good and malicious mails received last 6 month

[r—

@ Total received @Malicious received

Mails with malware received

Phishing mails delivered into
mailboxes

Mails with malware delivered

into mailboxes Malicious URL click alerts

Mail threat development last 60 days
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Current Entra ID account composition Users and guests at risk ‘Age of last sign-in by enabled users
‘Summary of the different account types in your Entra ID Amount of user and guest accounts at risk Shows in which time frame how many of your enabled users have logged in for the
last time-
31
B
® Reported users
® Reported admins © Medium
© Detected guests @High
® Unidentified users
30K —
680
Registered MFA methads by strength Registrations per MFA method Default MFA method count

Summary of registered MFA methods by strength over time

Method strength ®Nothing © Weak methods @ Strong methods

100%

2024

2024 April

way

Which method has been registered how often by your users? Sorted by strength

Strong

Weak

Which MFA methods are commonly used by your users?

Account type & Users ® Admins & Guests

oo v |
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Partnership =,
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N
Fostering long-term partnerships through exceptional service quality. Tec“;‘,}:?}'a‘;?””t P”maArnyalsyi‘;“”ty

CSOC Microsoft Teams Incident Management
Customer Docs Shared Channel in Sentinel

uuuuuuuuuu

Welcome

Overview

ity The Cloud Security Operations Center (CSOC) is a Managed Service from glueckkanja AG that protects you and
& Phi your company from all Kinds of IT-related threats. In this documentation we provide you with all relevant information
about our service. The content is continuously updated so that you are always up to date.
vel
e B I In case of a critical business impact, you can reach us at +49 3786. 0 < > 0
Get more details about CSOC .
[ — Azure Lighthouse
Prerequisites [ overview 1 1
— GDAP or B2B Permissions
ms shared channel [l communication & Collaboration . . .
—  Security Administrator or
rrrrrrrrr
[] Pentests & Phishing Campaigns .
Security Operator

[ service Level Agreement

CSOC Foundation

No clinging to intellectual property

- & glueckkanja.com
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Chronologie des SharePoint-Vorfalls @HSD:
Angriff, Reaktion & Maldnhahmen

o 17.07.2025, 09:15 Uhr CEST: [ o g.gz.zozs, 14:07 Uhr CEST: O 20.07.2025: Microsoft

Beginn erste Angriffsversuche CSOC informiert HSD Uber Detektion & Microsoft veroffentlicht CVE-2025-53771

erfolgreiche Vereitelung > kein direkter I Microsoft veroffentlicht Patch fir SP19
Handlungsbedarf, da automatisch mitigiert, !

noch kein CVE bekannt

Prifung der Systeme, Abwagung der

Erste Detektion und Vereitelung durch ' ' Kritikalitat der Sicherheitsliicke und dem

MDE (Verhaltenserkennung; wurde Microsoft veroffentlicht moglichen Imageschaden der Organisation

zunachst CVE-2025-49704 zugeordnet) ! CVE-2025-53770 : durch Kompromittierung oder Abschaltung
O g.gé.zozs, 11:34 Uhr CEST: O 19.07.2025: Microsoft O ﬁl%gnozs, ~ 20:00 Uhr CEST:

. & glueckkanja.com



glueck=kanja

Chronologie des SharePoint-Vorfalls @HSD:
Angriff, Reaktion & Maldnhahmen

21.07.2025: HSD & CSOC 22.07.2025: HSD

Umfangreiche Analyse der Umgebungen > Anzeichen fir Kompromittierung
Auslosung APT Response > CSOC

Umsetzung der Hersteller Guidance bei SP16 Farm

Gemeinsame Abwagung und Riickstufung der Kritikalitdt von APT Response auf
Security Consulting

Erstellung eines gemeinsamen Action Plan mit CSOC
Sicherung & teilweise Isolation der SP-Farmen

Umsetzung der Hersteller Guidance bei SP19 Farm

Eigene Malnahmen zum Schutz der SP16 Farm implementiert

92,

Microsoft veroffentlicht Patch fir SP16

Kontinuierliche Uberwachung

21.07.2025: Mi ft
ICroso der Umgebung durch CSOC

. & glueckkanja.com
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Wiederherstellung & Pravention
nach dem SharePoint-Vorfall @HSD

— Zur vollstandigen Wiederherstellung der Systeme wurde die Hersteller Guidance
auf beiden SharePoint-Farmen vollstandig umgesetzt

— Forensische Arbeiten, weitere SicherheitsmalSnahmen, u.a. Wechsel samtlicher in
Anwendungsbeziehung genutzter Pass- und Codeworter der SharePoint-Farmen
(Service-Accounts, etc.) folgten in den darauffolgenden Tagen

— Erneuerung SP16 Farm auf SPSE geplant
— Abschliel3ende Erkenntnis
o keine Anzeichen auf Abfluss sensibler Daten

o keine Anzeichen auf Ausbreitung des Angriffs auf andere Systeme

- & glueckkanja.com
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Learnings von anderen
Hochschulen in NRW

— Der Angriff war ein sogenannter ,Spray and Pray“-Angriff,
d. h. die HSD war nicht gezielt betroffen; Vielmehr waren alle
Hochschulen (und Organisationen) betroffen, die SharePoint
ins Internet publishen

— Samtliche Hochschulen in NRW sind durch Security
Operations Center (SOC) abgesichert

o Das CSOC der HSD hat schnell reagiert und bei der Mitigation
umfangreich unterstitzt

o Die SOCs der Hochschulen, welche ein Eigenes betreiben, reagierten
verzogert, teilweise war eine Kompromittierung bereits erfolgt *

o Das Landes-SOC fiir Hochschulen in NRW hatte bis 23.07.2025 gar
nicht auf den Incident reagiert *

*Erkenntnisse aus anderen Hochschulen resultieren aus bilateralen Gesprachen
sowie einer durch Netzwerk Informationssicherheit der Hochschulen in NRW
(NISHS.NRW) initiierten Austauschrunde zum Exploit am 23.07.2025

- & glueckkanja.com
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What didn't work @HSD

— Nicht alle kritischen Systeme waren mit MDE abgesichert

— Nach der Detektion des Angriffs durch das CSOC am
17.07. erfolgte bis zum 20.07. keine HSD-seitige Reaktion;
dies Aufgrund einer hohen Abwesenheitsquote in
Kombination mit der Unklarheit Giber die Bedrohungslage

auf Seiten der HSD

— Die Ressourcensituation der HSD Campus IT ist nach wie
vor angespannt

— Die Geschwindigkeit und Art der Reaktion ist durch die
intrinsische Motivation der Beschaftigten gepragt - das ist
ein Risiko fur die HSD in Kombination mit einer billigenden

Inkaufnahme durch die HSD

— Der Incident-Prozess an der HSD muss im Sinne eines QVP
einer kontinuierlichen Optimierung unterzogen werden

. & glueckkanja.com
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What worked @HSD

— Unser CSOC hat gut funktioniert: Der Angriff wurde

schnell detektiert, die Meldewege haben auf Seiten des
CSOC funktioniert

— Trotz hoher Abwesenheitsquote (VO, CISO, CISO-
Vertretung, Fachadministration) konnte schnell Kontrolle
uber die Situation gewonnen werden

— Eine langerfristige Downtime, abseits der Wartung aufgr.
der Patcheinspielung, konnte verhindert werden

— Die Kommunikation & das Krisenmanagement @HSD hat
gut funktioniert

— Die IKM Strategie der HSD ist aufgegangen: Durch die
hohe Standardisierung konnten Ausfalle kurzfristig
kompensiert werden, da Zugriff auf Vertretungen mit
ahnlichen Fahigkeitsprofilen méglich waren

- & glueckkanja.com
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Behind the Scenes

Wie das CSOC arbeitet
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Deeply Skilled Experts

Other Security Providers Approach
¢ YW Y Y YW

@ © 000 0 0 @
asaaaaaaa

Customer A Customer B Customer C

- & glueckkanja.com
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Primary Analyst
Best SMEs on the Market

Our Approach
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Primary Analyst

Best SMEs on the Market
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Primary Analyst
Best SMEs on the Market

Customer A

— Long-term, personal relationship —

—  Knowledge of customer specifics —

— One face to the customer throughout the
whole incident handling process

CIS5P

Customer B

Customer C

Deep knowledge and experience at the front
Continuous improvement of automation
processes & use cases

—  Well-rehearsed team

"y .
Microsoft Intelligent ) .
"I 5 BE Microsoft

Security Association
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120K Incidents / Month

HSD



- © For Enrichment Only

@ Incident Enrichment

Our Principles

We only want to handle incidents
manually that cannot yet be
handled automatically.

The Mordor
of Incidents

With each incident we either handle
manually or automatically,
we want to add value to the process.

—® 100% Manual Investigation

e glueck=kanja



g I UeCk - kCl nja Close Incident

Otp @gp OrpnaL OFp/D

CSOCB Extensi
Microsoft Azure L Search resources, services, and docs (G+/)  Copilot Qg 0@ & ZEUTEJKﬂﬁiIiE ?Guuiﬁ%ﬁfﬁfﬁ -?6 glueckkanja CSOC Browser Extension

Home > Microsoft Sentinel | Incidents >

Closing comment

= Anonymous IP address involving one user
Incident number 153615

Root cause

() Refresh @ Logs Tasks [© Activity log

o This is the new, improved incident page - Now generally available. You can use the toggle to switch back. O New experience X
Medium v @ Closed v & UnassignedVv - _
Severity Status Owner Overview Entities Incident actions Q

Preventive actions taken
Investigate in Microsoft Defender XDR [2

Incident timeline Entities 0O Entitissisclatad

Workspace name ‘ A Search ‘ ‘ L Search Type : All
law-sentinel-north-europe

Y Add filter
Description Account
- Mar9 g Anonymous IP addr... |

14:10:30 M... Detect.. Ta.. KN E 84.17.37.77
Alert product names P Tag incident

* Microsoft Entra ID Protection

(J Pentest
() Include in monthly Report

Reason for closing
BenignPositive - Suspicious but expected
[A] Ticket was not assigned to CERT. Additionally, ticket
Bl was closed via XSOAR - based on tag "CSOC AutoClose"
or "Redirected"

Evidence Open full playbook  Show hunting queries
“N/AO® ©O1 Ko .
Events Alerts Bookmarks Similar incidents
A Close Incident

Severity Incident number  Title Last update time
Last update time Creation time .
9.3.2025, 14:20:45 9.3.2025, 14:14:31 Medi 153642 A IP add ; lving .. 3/9/2025. 02:25 PM

edium nonymous IP address involving /9/ : Ask CSOC Copilot..

Entities (2) Medium 153643 Anonymous IP address involving ... 3/9/2025, 02:25 PM
& Sherman, David v
B oaa e o Aadinim 102820 ArnArmmnamiie 1D adArace imuahiina 2/Q/2N25 ND-21 DRA

4

Investigate

- & glueckkanja.com



Playbook Manager

o & @ & adm.nicholas.lutz@guk....

GLUECKKANJA AG i

Incident activity log

Activity logs content : All

Look out for files downloaded, e-mails sent, added authentication options (e.g. FIDO2) or other artifacts uploaded.

Comment created from external application - func-csoc-incidenthandler-prd-weu 10/03/25, 09:27 i
GK CSOC Playbook Manager

Follow the steps that are outlined in the the Identity Compromise Playbook. This includes the information to the
customer.

Comment created from external application - func-csoc-incidenthandler-prd-weu 10/03/25, 09:27 0]
GK CSOC Playbook Manager

KQL task ‘Check if there are previous sign-ins from this IP address from a compliant device' returned an empty query
result.

Source query used against target sentinel:

UnifiedSignInLogs
| where TimeGenerated > ago(38d)
where IPAddress == "185.161.283.128"

|

| where DeviceDetail.isCompliant == true

| summarize SigninDays=make set(bin(TimeGenerated,1d))
by

UserPrincipalName,
Deviceld = tostring(DeviceDetail.deviceld),
DisplayName = tostring(DeviceDetail.displayName),
TrustType = tostring(DeviceDetail.trustType)
| project-reorder UserPrincipalName, Deviceld, DisplayMame, TrustType, SigninDays

Comment created from external application - func-csoc-incidenthandler-prd-weu 10/03/25, 09:27
GK CSOC Enrichment

"185.161.203.120": {

"ahnca"- L

Noma : B I U& B A®WM E=c= 9 oL

Wiite a comment. .

Close Comment
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GLUECKKAMNJA AG

Incident activity log X

Activity logs content : All

Incident status was changed 09/03/25, 20:46

Incident 153869 was closed by adm - Jonas Ripperger. Closing reason is: benign positive suspicious but expected

Incident status was changed 09/03/25, 20:46

Incident status was changed to Active by adm - Jonas Ripperger

Owner was changed 09/032/25, 20:46

Incident owner was changed to adm - Jonas Ripperger by adm - Jonas Ripperger

Comment created from external application - func-csoc-incidenthandler-prd-weu 09/03/25, 20:00 [
Incident sent to PagerDuty queue: Medium (SLA: 4h)

Comment created from external application - func-csoc-incidenthandler-prd-weu 09/03/25, 19:56 fi]
GK CSOC Enrichment

{
"2001:16b8:17ce:2ab00:195e:1fab:1f9:cd83": {
"abuse": {

"address": "Versatel West GmbH, Unterste-Wilms-Strasse 29, 44143 Dortmund, Germany",

n n
¥

"email":

"name": "Versatel Hostmaster",

"phone™: "+49 (@) 231 399 8"
s

"asn": {

. Nomal ¢ B I U& B AR === 9 o L

Playbook Manager

Close Comment
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Tool driven detection optimization

6 v~ Home > Dashboards > CSOC » CSOC Efficiency > View panel Q Search or jump to... @cu+k | @ N

° @
oo - (IR

¢t Cancel ~

« Back to dashboard

Tenant O All X X v

@ Last30days v Q

& glueckkanja.com

ANR Disabled soft- or hard match of Microsoft Entra Connect sync X Added temporary access pass or changed password of Azure AD connect... X Blocked sign-in by User Credential Policy with TAP outside of the Authenti... X Blocked attempts of self-service password reset (SSPR) by user X Dangerous API permission consented X X (+34) v
Source All x X v Columns Id x Name X Source x Maturity x Url x X (+24) v 7E Open in another Dashboardr
Performance by ANR
Id 7 Name ¥ Source Ma §7 Total §7 Not Auto §7 Notlignort§7 AutoClose 7 NotAC §7 NoisyTi¥? LY M¥ HY FPY¥ BPY TP¥ Unclassified §  FP-Rate 7 BP-Rate ¥ TP-Rate §7 Time §7 Reassignme! §7 Notificatiol§7 PBS§7 PBM Cio 7
752615-abd6- Entra ID User risk set to high Sentinel  Wide 1 0 252 15% | 3% s3% ]  29% 5 days 0
33e1095f-87af-4e8... Suspected password compromise by AiTM attack Sentinel Wide 0 138 8% | 9% 68% | 15% 5 days 30
4 - - Two or more non high alerts raised on one endpoint within1... Sentinel Wide 0 0 15% | 8% 64% | 12% 1 weeks 0'
belb6fff-a5¢c8-45d... Risky Sign-In Events Bypassing Conditional Access Policies Sentinel Wide 1 93 0 4 75 1 35% I 3% 61% | 1% 1 weeks 0
32b4138b-8e2b-4... User reported MFA fraud Sentinel Wide 1 80 0 1 75 3 0% | 1% | 95% | 4% 22 hours 2 1| s 10
433¢3b0a-7278-4... Expired access credentials being used in Azure Sentinel Wide 0 58 0 2 50 0 0% | 3% | ss% | 0% 2 days 6 2 0 2
a2b61057-218¢c-4¢c... CSOC User added or removed Sentinel Wide 0 0 0 6 16 0 53% | 13% 34% | 0% 11 hours 0 0 6 0
14f f96-44... NRT Privileged Role Assigned Qutside PIM Sentinel Wide 45 1 0 0 27 0 a% | 0% 59% | 0% m 2 1 0 0
7a- -4... Break Glass Emergency Account sign-in detected Sentinel Wide 0 22 18 0 38 0 5% | 0% | 9s5% | 0% 1days 0 0 0 0
18916767-6112-433... Unusual number of deleted Entra ID objects Sentinel  Wide o o0 2 3 19 1 0% | 13% | 83x | 4% 4 hours 4 1| 2 1
d52eda99-4510-4... Blocked attempts of self-service password reset (SSPR) by u... Sentinel  Wide 0 9 0 0 j 1 0% | 0% | 99% | 1% 9 hours n 3 n'zm
fc3efd06-433a-42... Hard deleted objects in Azure AD Sentinel  Wide 0 0 15 1 14 0 0% | 7% | 93% | 0%  2hours 3 2 0 0
-23dd-4... End-user consent stopped due to risk-based consent Sentinel  Wide 0o 12 0 0 12 0 0% | 0% | 00% | 0% 7 hours 1 2 0 0
1 -4f3a-4b... Dormant or new account register security information fromu... Sentinel  Wide 0o 12 o 0 12 0 0% | 0% | 100% | 0%  2hours 6 3 0 0
b2e907b7-097¢c-48... Potential malicious domain registration (Domain Hawk) Sentinel Wide 1 0 0 2 6 3 o% || 18% ss% | 27% 13 hours 12 o n 0
a8ccbdSc-4e7e-4b... MFA Spamming followed by Successful login Sentinel Wide 0 0 9 3 6 0 0% 33% 67% I 0% 2 hours 0 0 0 0
d7feb859-f03e-de... Addition of a Temporary Access Pass to a Privileged Account ~ Sentinel ~ Wide o o 9 0 9 0 0% | 0% | 100% | 0% 4 hours 2 10 0
c442692a-9879-4... Dangerous AP| permission consented Sentinel Wide 0 0 3 0 2 1 0% I 0% 67% 33% 1 hours 1 0 0 0
44-930b-4... Multi-Factor Authentication Disabled for r Sentinel  Wide o 2 0 0 2 0 0% | 0% | 00% | 0% 22 min 1 0o o0 0
f948a32f-226¢-411... Suspicious application consent similar to 0365 Attack Toolkit ~ Sentinel Wide 0 0 1 0 1 0 0% | 0% | 00% | 0% 13 min 0 0 0 0
Total 1375 1282
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Daily Brown Bag Meetings

— Squads are browsing through the SOC Efficiency Dashboard
— Analysts bring up noisy incidents / improvement ideas
— Automation / Enhancement takes place

— New Playbooks

— New Detections / Improved Detections

— New Manual Approaches

— New Tools

. & glueckkanja.com
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Conditional Access Policy Modified by New User

4 Logs
-

®  ord-coreswc fhoep-weeu -default -ktuk lime range : Set in query Share Export
Retresh Logs Tasks Actiaty log » [/ The query_now parameter represents the time (in UTC) at which the scheduled analytics rule ran to produce this alert
Set gquery now - ! ' ) J T09:45:00 . 00e¢000al) ;
Thes i the new, impeoved nadent pace - Now generally avallable You can wse the toggle 1o switch back let lmnun_uwrs - (Audi?l(‘ﬂ
] TimeGenerated between(ago(12d)
! OperationName it
Overview Entites ! ResSult o

! | InitiatinguserPrincipalName - tostring(InitiatedBy.user.userPrincipalName)
! '
prd-coresve -fhop-weeu-default - ktukbbx-loganalytics ' t Gmelve

ago( a))

InitiatinguserPrincipalNane )
Auditiogs
! TimeGenerated > ago(1d)
!
Y Add fher
Detects & Condtional Access Folcy besng modified by 2 user who has

: Operat ionName
1ot modded a pokcy n the last 14 days

Results Chan
Conditional Access Policy Modified by New User , A ADM-Henze

A threat actor may try 1o modify polces 1o weaken the security .

ontrols in nlace

Fhe [(] TineGenersted UIQ)

Inttistinglses PrincwpalName

& glueckkanja.com
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Playbook Manager Output

. & glueckkanja.com

Incident activity log

Activity logs content : All

07/03/25, 12:06 Edited

GK-CSOC-Playbook

Step 1: Compare the Old and New Conditional Access Policy with the CA Comparison Tool

Copy the link(s) below and paste it into the browser (with GK profile) to compare the old and new Conditional
Access Policy values directly in the Conditional Access Policy Comparison Tool.

Step 2: Check the user account for any signs of compromise

Open Microsoft Entra ID and open the user profile of the user who modified the Conditional Access Policy.
Check the sign-in logs, audit logs, and any other relevant information for any signs of compromise. If the user
account was compromised, follow the Identity comprise playbook.

Step 3: Inform the customer about the Conditional Access Policy modification if needed.

We detected that the user %%1:InitiatingUserPrincipalName%% modified the below mentioned Conditional
Access Policy. We have identified the following changes to the policies and request a short assessment of
whether the changes to the policies were intended or not. If the changes are desired, you are welcome to close
the incident directly. Otherwise, please undo the changes and check whether the initiating account may have
been compromised.

92,
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Workflow

°
A n a I S I S Conditional Access Policy Comparison Tool
Compare two Azure AD CA Policies & see modifications.

Paste JSON below, then run Compare.

glueck=kanja

Basic information

Policy ID: b56guk82-9a67-2a4r-d391-d589bd83d700
Policy DisplayName changed: 'glueckkanja - Demo FIDO 2' —+ 'glueckkanja - Demo FIDO 2 & Hello for Business'

Change Statistics

Change statistics —

Root.conditions.users Sub-changes: 3

Change Type Sub-Property Old Value New Value
excludeUsers fed30be7-5e62-47db-91af-98c3a49a38b1
Removed excludeUsers be194532-546b-4d0b-9d6e-dc7b9467179b

Removed excludeGroups bbc680d@-Ta2e-417a-8f4d=-660T317cbd57

Root.displayName Sub-changes: 1

Change Type Sub-Property Old Value New Value
Modified (no subproperty) glueckkanja - Demo FIDO 2 glueckkanja - Demo FIDO 2 & Hello for Business

Root.grantControls.authenticationStrength Sub-changes: 8

Change Type Sub-Property Old Value New Value
createdDateTime "2024-82-22T14:32:22.49429327"

C h a n geS a re ea Sy to d ete Ct modifiedDatetime "2024-89-26T13:33:12.25318852"

displayName "FID0Z/Passkey or TAP"

description "Passwordless with TAP"

policyType 1

requirementsSatisfied 1

allowedCombinations
"WindowsHelloForBusiness",
"Fida2",
"TemporaryAccessPassOneTime",
"TemporaryAccessPassMultilUse"

combinationConfigurations

Root.modifiedDateTime Sub-changes: 1

Change Type Sub-Property Old Value New Value
Modified (ne subproperty) 2025-02-04T09:53:41.4622837+00:00 2025-02-04T711:46:58.2248089+00:00

Ignore Non-Security Fields [| Auto Summaries Potentially Breaking Changes Check Known Roles [l View Policies

. & glueckkanja.com
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Workflow

Check Known Roles

Ignore Non-Security Fields Potentially Breaking Changes Check Known Roles

Changed Roles

Change Type Role 1D Role Mame Path
fe930be7-5e62-47db-91af-98c3a49a38b1 User Administrator Root.conditions.users

All Recognized Roles (Old & New)

Role ID Role Mame Found In Paths

fe930be7-5e62-47db-91af-98c3ad49a38b1 User Administrator Mew Policy Mew:
Root.conditions.users.excludeUsers[(]

Detect Roles in the policy Easy readable role name Shows the location

H & glueckkanja.com
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Workflow

Auto Summaries

Incident activity log

Activity logs content : All

o 0 12:10 Edited

We have detected 13 changes in this Conditional Access Policy. The modification of this policy was done at
2025-02-04T11:46:58.2248089+00:00.

= |D: b56guk82-9a67-2adr-d391-d589bd33d700

We have detected 13 changes in this Conditional Access Policy. The modification of this policy was done at 2025-02-04T11:46:58.2248089+00:00. * Name: giteckianjs—Beme-HBO-2 - glueckkanja - Demo FIDO 2 & Hello for Business
- ID: b56guk82-9a67-2adr-d391-d589bd83d700 * Last modified {new policy): 2025-02-04T11:456:58.2248089+00:00

« Name: ghicekkanja—beme-HB5-2 = glueckkanja - Demo FIDO 2 & Hello for Business
« Last modified (new policy): 2025-02-04T11:46:58.2248089+00:00

Detailed stats: Added 9, Removed 2, Modified 2.

The following parameters were involved:

« [mod] Root.displayName: giucckkania—Beme-F55-2 — glueckkanja - Demo FIDO 2 & Hello for Business The followl ng parameters were involved:
[mod] Root.modifiedDate Time: 2625-02-04T69-53-414622837+66:66 — 2025-02-04T11:46:58.2248089+00:00

Detailed stats: Added 9, Removed 2, Modified 2.

{232} Eﬁﬁ:gmgﬁﬂiiﬁliiﬂiﬂiﬂﬂiiﬂﬁﬂiﬁiﬂgiﬂE:Jﬁﬁl?.’,”:n.;;;usﬂed =1 [add] Root.conditions.users.excludeUsers: —+ fe030be7-5262-47db-91af-98c3a49a38b1

[add] Root.grantControls.authenticationStrength.allowedCombinations: — [ "WindowsHelloForBusiness", "Fido2", "TemporaryAccessPassOneTime", "TemporaryAccessPassMultiUse" | [del] Root.conditions.users.excludeUsers: be194532-546b-4d0b-9dee-dc7b94671f8b —
[add] Root.grantControls.authenticationStrength.combinationConfigurations: — []

[add] = Added, [del] = Removed, [mod] = Modified

« [add] Root.conditions.users.excludeUsers: — fe930be7-5e62-47db-91af-98c3a49a38b1 C to Sentinel ) . .

- [del] Root.conditions.users.excludeUsers: be+94532-5465-4806-046e-de 750467405 — OopYy to sentine + [mod] Root.displayMame: glueckkanja - Demo FIDO 2 — glueckkanja - Demo FIDO 2 & Hello for
» [del] Root.conditions.users.excludeGroups: bbe586d8-Faze-4Fa-5Ha-666f317cb457 — -

- [add] Root.grantControls.authentication Strength.createdDate Time: — "2024-02-22T14:32:22.49429327" Business

= [add] Root.grantControls.authenticationStrength. modifiedDatetime: — "2024-09-26T13:33:12.2531885Z" [mod] Root.modifiedDateTime: 2025-02-04T09:53:41.4622837+00:00 — 2025-02-

- [add] Reot.grantControls.authentication Strength.displayName: — "FIDO2/Passkey or TAP"

« [add] Root.grantControls.authentication Strength.description: — "Passwordless with TAP" 04T11:46:58.2242089+00:00

[del] Root.conditions.users.excludeGroups: bbo680d0-7a2e-417a-8f4d-660f317cb457 —

[add] Root.grantControls.authentication5trength.createdDateTime: — “2024-02-

22T14:32:22.494293 27"

[add] Root.grantControls.authenticationStrength.modified Datetime: — "2024-09-

26T12:33:12.25318852"

[add] Root.grantControls.authenticationStrength. displayMame: — "FIDO2/Passkey or TAP®

[add] Root.grantControls.authenticationS5trength.description: — "Passwordless with TAP®

[add] Root.grantControls.authenticationStrength_policyType: — 1

[add] Root.grantControls.authenticationStrength.requirementsSatisfied: — 1

[add] Root.grantControls.authenticationStrength.allowed Combinations: — [

"WindowsHelloForBusiness", "Fido2®, "TemporaryAccessPassOneTime", "TemporaryAccessPassMultiUse® |
* [add] Root.grantControls.authenticationStrength.combinationConfigurations: — []

fadd] = Added, [del] = Removed, [mod] = Modified

. & glueckkanja.com
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Home > Microsoft Sentinel > Microsoft Sentinel | Incidents >

Incident activity log X

<= Anonymous IP address involving one user involving one user

Incident D 443 Activity logs content : All

() Refresh o Logs Tasks & Activity log

© Thizis the new, improved incident pace - Now aenerally available, You can use the toaale to switch back, cc Comment created from external application - func-c4a8korriban-inchans 02/09/24, 02:12 PM

Moadim - i p GK CSOC Playbook Manager
o o o M Entities KQL query 'Check if IP address is from Apple iCloud Private Relay' returned:

Investigate in Microsoft Defender XDR [2 .
Incident timeline Entities IRAddEES= E=Inhppleitioud
&
Workspace name O cearch 57 Add filter |/O Search 2a@9:bac3:2a1@:2c8::47:2e8 | true
log-c4agkorriban-sentingl-prd-weu
o 31Jan. @ | Anonymous IP address involving on... & fabian@c4agkorriban.com
Fl_escrlptlon 16:51:43 Medi... Detected by MicrosoftS... Tactic... Aad User ...e7417acT-0485-4014-¢ Source gueary used:
Alert product names = 2a0%bac3:2a10:2c8:47:2e8
e Microsaft Sentinel Address: 2a09:-bac3:2310:2c847:2 let AppleiCloudPrivateRelayRanges = externaldata(IPRange: string, Country: string, LanguageCode: string
@"https://raw.githubusercontent.com/f-bader/AzSentinelQueries/master/Externallata/iCloudPrivateRel:
Evidence
with{format="csv", ignoreFirstRecord=true)
A1 01 HO | summarize IPRange=make set(IPRange) by AddressFamily;
Events Alerts Bookmarks let AppleiCloudPrivateRelayRangesIPv4 = toscalar(AppleiCloudPrivateRelayRanges
| where AddressFamily == "InterNetwork"
| project IPRange);
. L let AppleiCloudPrivateRelayRangesIPve = toscalar(AppleiCloudPrivateRelayRanges
Last update time Creation time | where AddressFamily == "InterNetworkVe"
2/9/2024, 2:12:21 PM 1/31/2024, 4:56:58 PM | project IPRange);
print "2a@9:bac3:2a10:2c8::47:2e8"
Entities (2) | proje;t—renamell?Agdrzss = prirjt_E.) B it londprs )
& fabian@c4askorriban.com | extend IsInfpp 1.31C oud = ipwé_is_in_any_range(IPAddress, AppleiCloudPrivateRelayRangesIPv6)
| where IsInAppleiCloud
B 2309:bac3:2a10:2c8:47....
Tactics and technigues
h . ___________________________________________________________J [
Incident workbook cC Comment created from external application - func-c4aBkorriban-inchans 02/09/24, 02:12 PM fi]
Incident Overview GK CSOC Enrichment
Analytics rule
Anonymous IP address involving one user 4 2309:03c3:2310: 2c8: 147: 228"
"is_tor": false,
) "location™:
Incident Team "continent": “EU",
- "state™: "Bavaria",
Similar incidents () ,city": "Kitzingen®,
"country™: "Germany™,
e it s oo MRET
Severity Incident ID Title Last update time
: R Nomal $ B I U S B A ®E EZ=zZ&c = 9@ T
) : Medium 442 Anonymous IP address involving .. 4.2.2024, 14:55 @ - ® A *
Incident link
| hitps://portal azure.com/#asset/Microsoft_Azure Security Insig...[[) | Medium 444 Anonymous IP address involving .. 31.1.2024, 16:56 Write & comment...
v
L I B TP + ATl A%

- & glueckkanja.com
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LhreatbaMulnerability Management

glueck&kanja TOP 10 SOFTWARE VULNERABILITIES
Product Machines Vulnerabilities I‘mpar_t
€3 Google Chrome 1809 891  12.09
CSOC Security Update €3 Microsoft Edge 431 236 288

Chromium-based

- Based On Defender for Endeint Crltlcal VUInerabIIIty @MicrosoﬁWindows‘lO 191 1118 2.24
in the Log4j Java library & cicotos
— Ad-hoc Recommendations for ( m 5w
€ Apache Log4j 172 7 142
new critical vulnerabilities oy e R
€3 oracle Jre 117 605 085
— Through notification, member-only  Opentsd Openss o v on  CSOCSeverity
€3 Microsoft .NET 109 6 063 -
newsletter & monthly reports @ criical (Now)
€ Public Exploit
@ High (4 Weeks)
A critical vulnerability in the Log4j Java library was recently disclosed. This allows Windows Hyper-V Elevation of Privilege
aﬂ:ﬂ:‘l_(ers to exef-l.fffrbitrary codWﬁscgiwn applications that ar s Vulnerability Medium (8 Weeks)

Vulnerability overview

Vulnerability Index

Product TenantName Exposed Machines Crit. Vulnerabilities Public Exploit
by glueCk- kCInjCI Pulsesecure Pulse Secure 1 0 False
Pulsesecure Pulse Secure 1 0 False
Pulsesecure Pulse Secure 1 0 False
Search prOdUCts Pulsesecure Pulse Secure 1 0 False
pulse secure Q Y 4 Pulsesecure Pulse Secure 1 0 False
Pulsesecure Pulse Secure 2 0 False
Pulsesecure Pulse Secure 3 0 False
Pirileacariira Pirilea Sariira 1 N  Falca

H & glueckkanja.com
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Threat Intelligence - Global Insights

Incident IOCs from Customer Tenant

¥ -
*
e o Ounitons &
@
= Genent — e ~ Open Incidents By Severity
p———" =119 2119 =0 o
eeeee o e ot mpmosss BONMCAL®  WWGHOS  IMIDWM(S) | LOWUD | NEORNATIONAL D
@ @ Owien
2 Logs _ .
i Suspicious Volume Shadow Copy Activity
t * Incident Id: 17758
High v iiNew ¥ & Unassigned
Descriptio
sevsc

FEFPFPERIEETEEEN 8

¥ Glokal Secunrice

Eypnnnanenl

CSOC Foundation

All Customer Tenants

L £ 4 4 L g

‘L £ 4 4 L g

Poroo0e

‘A L A A A g

- & glueckkanja.com

92,



&
O

glueck=kanja H

Advanced Detection Lifecycle

Data Data Data
Source Source Source

In Incident Scope

For Forensics / Enrichment » Auto-Close

Out of Scope

ATT&CK’ 1. Experience

) CSOC Global (FP/TP, Count, Ratio) .
Threat Intelligence Research Verdict

of Rule

Analytic Rules
Repository

Field Experience
2. Coveragein

Purple Teaming Defender Tools

4343

CSOC Foundation

- & glueckkanja.com
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CSOC Foundation

GK Repositories

1. Continuous Integration Trigger with

(Artifacts of) commit files

External Sources

0 External Detection Templates
3. Complete PR & Merge /—_‘f

B )e
«

Customer Environments

Security Architect

L FT T T TSI TS S S mmmmmm ~ Design, Implementation, Enhancement
from GitHub : 3 = : o of Infrastructure, Pracess and Tools
< - —— I ] N - 1
2. Build Validation 1 Inventory List of 1 g_ TDevOps cl/co ARM Templates to define
anciRiApproval : Original Rule  External Templates I (] and Processes Azure Sentinel Blueprint
Azure y Y I\ Templates incl. Classification ,'
[Azure-Sentinel Pull Request ProtectedBranch "~~~ """ TTT7777 - Customer Repo(s)
TIT) 1. Clone external G =gy ® A 3. Complete PR & ‘
__ reposto internal (vH) @g (D) : 5. Continuouf Deploy.
h O Defined o e T T 0
w) { N o
I;xternal Y - P " o
ources . . o
Pull Ext. Sources ValidationTests : :
i Ready-to-Deploy I
y ARM Templates ,
QA and 4. Notification Pull Request | Protected Branch ~------ -
Classification < °f chanees in Customer J 2. Build Validation
. . of Rule Template and PR Approval _ @
Community Contributors for Customers Env. @D > eo .
Integration Score, . » N E— =
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-~ Highly Secure Working Environment
Preventing Supply-Chain Attacks

CSOC Admin Accounts can only logon to customer
resources from PAW - CA Device Filter, coming soon.

Azure Lighthouse, GK CSOC PAW

GDAP & MTO
e Restricted Web Access

« Application Control (App-Locker)

* No Local Admin Access

 TPM, VBS, Code Integrity, Secure Boot
« XDR & SIEM Monitoring

 Strict Separation of Duties

* Dedicated PW Management

Stricly Restricted Data
Transfer and Sharing
Capabilities

CSOC Red Tenant

BN # slueckkanja.com
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Zusammengefasste Perspektive
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Thank you.
Open Questions?

Contact me via Linkedin:
https://www.linkedin.com/in/JanGeisbauer
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